YK 004.056.55

MeTogonorisa Ta MexaHi3Mu po3pobKun, OLiHKN Ta NOPIBHAHHA
MiXKHapOAHUX Ta HauioOHaNIbHUX NOCTKBAHTOBUX CTaHAapTIB
acCUMeTpPUYHUX KPpUNTONEepeTBOpPEHb

IBaH Mop6eHko®, MapuHa Ecina?, Bonogumump MoHomap?®

! nr.n., npodecop, AT «Iucruryt Indopmaniitaux Texsonorii» By1. Konomencska, 15, 61166, Xapkis, Xapkiscbkuit
HanioHansHui yHiBepcuTeT iMeni B.H. Kapasina, maiinan Co6oau 4, 61022, Xapkis, e-mail:
i.d.gorbenko@karazin.ua

2 1., AT «lacturyT Inpopmaniitnux Texsonoriit» By, Konomencska, 15, 61166, Xapki, Xapkichkuit
HanioHansHuit yHiBepcuTeT imeni B.H. Kapasina, maiinan CsoGomu 4, 61022, Xapkis, e-mail: m.v.yesina@karazin.ua
% k.T.H., AT «IHctuTyT [H(pOpMailiHiX TexHOMOTH» Byl Konomerchbka, 15, 61166, Xapkis, XapKiBchkuii
HaujioHansHui yHiBepeuteT iMeni B.H. Kapasina, maiinan Co6omu 4, 61022, Xapkis, e-mail: laedaa@gmail.com

Hapasi inmeHncusHo npogoosmvcs meopemuyHi ma npakmuyii OOCHIONCEHHs, W0 NO08 S3aHi 3
PO3DPOOKOIO, OYIHKOIO, NOPIGHAHHAM MdA CMAHOAPMU3AYIEIO NEPCHEKMUBHUX ACUMEMPUYHUX
Kpunmozpagiunux nepemeoperv. 32i0HO  ICHYIOUUX NO2A0I8, ACUMEMPUYHI  CMAaHOapmu
Kpunmoepagiunozo  3axucmy  iHgopmayii  (K31)  noseumni  eionosioamu  eumozam
NOCMKEAHMOBOCII, 3a0e3neuys8amu 3axXucm 6i0 KIACUYHUX, KBAHMOBUX AMAK, d MAKOHC OANCAHO
3abe3neyysamu negHUL 3aXUCm 8i0 AmMax Ha OCHO8I NOMUNIOK MA amax CMOPOHHIMU KAHALAMU 810
nopywiHuKa (Kpunmoauanimuxa) 3-eo pieHA, 01 AKO20 NPAKMUYHO He ICHYE MAamepiaibHO-
MmexHiyHuxX ma inancosux obmedxceHb, ma ix euxopucmauwHa Ha npaxkmuyi. Ilpobrema
noCmMKeanmosol cmanoapmu3ayii upiuyemscs 6 OeKilbKa emanie: OOIPDYHMYSAHHSA SUMOZ,
00IpyHmMy6anus ma Gubip MamemMamuyHux Memooié po3pOOKU NOCMKEAHMOBUX CMAHOAPMIE
acumempuunozo wiugpysanns (ACII),; npomoxkonie inkancynayii kniouie (ITIK) ma erexmponnozo
nionucy (EII). [Ina eupiwienHs 6xazamux npoOIeMHUX 3a80aHb HEOOXIOHI meopemuyHi ma
NPAKMUYHI 00CTIOHCEHHA WO0O0 eKCNEPUMEHMANbHO20 NIOMBEPONHCEHHS 8I0N0BIOHOCII UMO2AM
3ac000M BUKOPUCIAHHA KOMNJIEKCHOI Memooono2ii OYiHKU ™A NOPIGHAHHA NOCMKEAHMOBUX
npoexmie ma cmanoapmie ACLL, ITIK ma EII.

Karouosi cioBa: ACILL, EIl, xpuntorpagivna cTiKicTb, KpUTEPii, KOMILIEKCHA
METOJIOJIOTISI OILIHKM Ta IOPIBHSHHS, METOAMKH OI[IHKH Ta TOPIBHSAHHS Ha
OCHOBIi 0€3yMOBHHUX, YMOBHHUX Ta MparMaTUuHUX Kputepiis, [TIK.

Beryn. Ha mikHaponHoMy Ta HaI[iOHAIBHOMY PIBHSIX CYTTEBO JKOPCTKIII BHMOTH
BUCYHYTI CTOCOBHO Oe3nekd iH(popMamlii, TEXHIKO-€KOHOMIYHMX Ta TEXHIKO-
excrutyataniiinux xapaktepuctuk IKC ta indopmauniiinux texnonoriid (IT) ctocoBHO
K3I. Ha mixkHapoHOMY piBHI OOTpYHTOBaHI Ta PEKOMEHJIOBaHI Y SIKOCTI MI>KHAPOTHHX
noctkBaHToBux crangaptTie ACHI, TIIK Tta EIl 3 BHUKOpHCTAaHHSM HOBITHIX
MaTeMaTHYHUX METOJIIB — ayire0paidyHuX PELIiTOK Ta cucteM i3 acumetpuunumu EIl Ha
OCHOBI OJIHOpa30BHMX KJro4iB. JIJis 1BOrO0 HA MIDKHAPOJHOMY pPiBHI BBOJSTHCS
crangaptu acumerpuuHoro neperBopenHs ACII, ITIK Crystals-Kyber, EIT Crystals-
Dilithium, Falcon Ta Sphincs+. Ha HaumioHanbHOMYy piBHI TakOXX IpOBEIEH]
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IOCIIDKEHHS Ta PO3POOKH 3 TPUHHATTAM  HAIlIOHAIBHHX  TOCTKBAaHTOBHX
acuMeTtpuuHux crangaptiB EIl. Ilpwiinsto nHamionaneHmit cranmapt ACLI, TTIK
JACTY 8961-2019, mo rpyHTyeTbca Ha anreOpaiyHiii pemriTui, Ha eTami TPUHHATTS
mpoektn  EIl «Bepmmua» Ta «Cokim», MmO TaKoX TIPYHTYIOTBCA Ha PI3HHX
anredpaldHUX pemniTkax. Y Iiii JOMOBiMli MOKa3yeThCs, M0 BKa3aHI CTaHAAPTH HE
MOCTYIAIThCsl 3a xapakrepuctukamu ta nepesepiryots ACI, TTIK Crystals-Kyber
ta EIl Crystals-Dilithium i Falcon momo 0e3neku indopmariii, TeXHIKO-eKOHOMITHUX
Ta TEXHIKO-eKCILTyaTallifHIX BUMOT, TaK SK 3a0€3MeYyl0Th 3aXHUCT BiJ] KIIACHYHHAX
aTak BKJIFOYHO 512 OiT Ta KBaHTOBHX aTak 256 0iT, a BKa3aHi Mi>KHapOIHI — 256 OIT Bix
kmacuyHuX Ta 128 6iT Bix KBaHTOBHX aTak [1-3].

1. CyrtHicTh KOMILTIEeKCHOI MeTOnUKH OolliHkHu Ta mopiBHaHHA ACI, ITIK Ta EIT

Peanizaniss moxeneii 6e3nexku s moctkBantoBoro EIl EUF-CMA (ex3ucreHiiiina
HETI IpOoOIIOBaHICTh TIPH aTalli Ha OCHOBI aIalTHBHO BUOpaHMX MoBigomieHb) Ta IND-
CPA T1a IND-CCA2 crocoBro npotokoiiB ACII ta I1IK "cemantnano Oe3nedHOro"
mudpyBaHHs a00 IHKANCYISMil KIFOYiB, JO3BOJISIE BUKOHATH HEOOXiTHI YMOBH iX
IMOCTKBAHTOBOCTI, a 3aXMCT Bij KIACHYHUX aTak BKJIIOYHO 512 OIT Ta KBAaHTOBHX aTakK
256 6it 3abe3meunTh JOCTATHI yMOBM OE3MEKH. IX peaizamis J03BOJAE OLIHUTH Ta
nopiBaATH Kpunrorpadivuai npumituBu ACHI, ITIK Ta EIl 3 BukopucTaHHIM TPHOX
CYKYIHOCTEH KpUTepiiB: 0e3yMOBHUX, YMOBHUX Ta MparmMaTuyHux. Ha nepmomy erami
CTIIOYATKy TEPEeBIipSEThCS BIAMOBIMHICTD KPUNTONPHMITUBY CHCTEMi YacTKOBHX
0e3yMOBHHUX KPUTEPIiB, a MOTIM IS KOXXHOT'O KPUIITOIIPUMITHBY Ha OCHOBI YaCTKOBHX
00UHCITIOEThCs OE3yMOBHUI 1HTETpalibHUN KpUTepiid. Ha nqpyroMy erarmi oTpuMyIOThCS
BIJINIOBiZIHI OILIIHKA 3 BHUKOPUCTAHHSIM CIIOYAaTKy CHCTEMH YacTKOBHX YMOBHHX
KpUTEpIiiB, a OTIM HA X OCHOBI OOYHCITIOETHCS IHTETpAIbHUN YMOBHUHN KpuTepiidt. Ha
TPETbOMY €Talli OTPUMYIOTHCS BIATOBITHI ONIHKA 3 BHUKOPUCTAHHAM CHCTEMH
nparMaTU4HUX Kputepiis [1].

2. BesymoBHi kpurepii oninku Ta nopiBusaHuss ACLI, ITIK Ta EIT

besymoBHUM KpuTepiem no0opy € soriuHa 3MiHa Tak/Hi (1/0), TomMy Oe3ymoBHHI
KpuTepiit MoxHa 3amucatu y Burisii (1) [4]:

(W81’W52 ' W63 ' W64 ' WESS ' WESG ' WES7 ) < (1’ 0) (1)

3 ypaxyBaHHSM HaBEACHUX BHINEC YaCTKOBUX Oe3ymoBHUX KputepiiB Ws—Ws; Ta
ymoBH (1) GyHKLIs BiAMOBITHOCTI KPUITONEPETBOPEHHS MOXKe OYTH MMOJIaHa Yy BUIIISAI

(2) [41:
f e = Wi AW, AW AW, AWs AW AW, =W (2)

st oTpuMaHHS TO3WUTHBHOTO BHCHOBKY IIOJI0 KOXXHOTO O€3yYMOBHOTO
KpUTEPil0 HEOOXiZIHO Ha OCHOBI MoOJeliell MOPYIIHHMKA, 3arpo3 Ta Mojel Oe3rneku
JIOBECTH, IO JUII HUX MOXKHA peali3yBaTH BIJNOBIIHUI piBeHb Oe3meku. [lo cyri,
BUPIIICHHS 1Ii€l MPOOJIeMH, Y 3arajJbHOMY BUIAJKY 3BOJAUTHCS JIO TOTO, MO JUIS TAHUX
Mojeneil (KOMIUIEKCHOI MOJEii) TapaHTOBaHO 3a0e3MedyeTbCs 10  KOXHOMY
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0e3yMOBHOMY KpHTEpito KpunTorpadidaa CTIHKICTh BiJ yCiX KJIACHYHUX Ta KBAHTOBHUX
aTak, a TaKoX 3a0e3MeuyeThCsl TICBHUM 3aXUCT BiJl aTak Ha OCHOBI MOMMJIOK Ta Ha
OCHOBI BUTOKY TI0 TEXHIYHHM KaHaJaM.

3. YMoBHi kpuTepii oninku Ta nopisusuusa ACI, ITIK, EIT

VY AKOCTI MPHUKIAAY PO3TIIIAETHCS OILIHKA Ta MOPIBHAHHA iCHYyIOUMX craHmapTiB EIl
JACTY ISO/IEC 14888-3:2014 Ta JACTY 4145-2002. IlopiBusiaHst anroputmiB EIT
MIPOIIOHYETHCA MPOBOJUTH METOAOM aHami3y iepapxiii. Bubepemo, sk yMOBHI KpUTepii
ouinku EIl, gactkosi kpurepii Wy, Wy, Wy Wiy Wys Wye Wy, Wy TopiBHsEMO
anroputmu EIl BiTHOCHO YMOBHUX KPHUTEpiiB, JUIsl I[LOTO MOOYIYEMO JCPEBO IIJICH,
110 HaBeJeHo Ha puc. 1 [4].

Bubip maffkpamoro aIropHTMy

EC-KCDsA EC-FSDSA

Puc. 1. lepeBo mineit

4. IlparmatuyHi kpurepii ouinku Ta nopiBHsaHHA ACII Ta IIIK

Ha tpetrpomy erari y 3a1€KHOCTI BiJi BUMOT, 10 BUCYBAIOThCS 10 KPUITOIIPUMITHBIB,
pu HEOOXiTHOCTI MOTPIOHO OIIHIOBATH Ta MOPIBHIOBATH albTEPHATHBHI MPUMITHBH
o TEXHIKO-€KOHOMIYHUM Ta TEXHIKO-EKCIUTyaTallitHIM KpUTEPisIM
(xapakTepuctukaMm) Y SIKOCTI OCHOBHHX, CKOpIIlI€ BCHOI'0, MOXIJIMBO BUKOPUCTOBYBATH
Taki XapakTePUCTUKH: JOBXHHHM OCOOHMCTHX Ta BIAKPUTHX KIIOUiB, JOBXKHHHU
CIEKTPOHHUX TIAMUCIB Ta JOBXKHHU OJIOKiB, MO MH(PYIOTHCS, CKIAIHICTD
(IWBUAKOAIS) OCHOBHMUX — MpPSIMHUX Ta 3BOPOTHHX KPHIITOIIEPETBOPEHB, CKIIAAHICTD
reHepyBaHHs (OOYMCIIEHHS) KIFOUiB Ta MapaMeTpiB, a TaKOX 3aJEKHICTh Bifl BUIIB
MateMaTHYHUX MeToiB peanizarii ACII, ITIK Tomro.

VY skocti kpunronpuMitusie ACI, ITIK Bubepemo kanauaaTy, Mo nponium
3-i1 etamn Binbopy NIST CILA. Ha npoMy erami OLiHIOIOTHCS MOXKIUBOCTI BUKOHAHHS
nparMaTHYHUX BHMOI Ha OCHOBI BHKopuctanus metoiaiB — Crystals-Kyber, BIKE,
Classic McEliece. To6to Bu3HauaroThesi mparmatuuHi kputepii Bkazanux ACII, TTIK,
HaTPHUKIaJ, 3aJI€KHICTh JOBKUHH BiIKPUTOTO KJIF0Ya BiJ JOBXMHU OCOOMCTOTrO KIII0UYa
(puc. 2). Y nupoMy BUMAAKY, X04a B anroput™i «CKeJIsh» TOBKHHHU KIIIOYiB MEHII, HXK
y Kyber, ane 3anexHicTh OUIbII BHCOKA, B MOJAIBIIOMY TPH MEHIIOMY 3pPOCTaHHI
JOBXUHH OCOOMCTOr0 KIIF0Ya — JOBKUHA BiIKpUTOTo Oyne 3poctaru [1, 2].
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Ha puc. 3 nmokazaHa 3aiexHiCTh 9acy MHU(QPYBaHHS BiJl JOBXHHH BiTKPUTOTO
kimoua. [l Kyber 3anexHicts criagaroua, 60 anroputm Kyberl1(024 OinbIn CKITaaHMIMA,
Hix Kyber768, ane npu npomy Mae MeHIIMK GiHATBHAN pO3MIP KIIOYiB.

3 pHCYHKIB BHAHO, IO B YCiX OIIHKaxX KpiM TeHepamii KIOYiB, alrOpUTM
«Cxens» Mae meHmIi 3Ha4eHHd, Hbk Kyber, mpu Tomy, mo 3abe3nedye Toit camuii uu
OinbLMi piBeHs Oe3neku (criiikocri) [1, 2].
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5. Ominka Ta TOPiBHAHHA NPOEKTIB Ta CTaHAAPTIB KpUOTOrpadivHux
nepersopens Tuny ACII, ITIK «Ckens» ta Kyber

Ha puc. 4 HaBeneHo ricrorpamy 3arajbHOl BimHOCHOI mepeBaru anroputmis ACIL.
HaiiGineimy nepeBary mae anroputMm «Ckens», apyre miciie y SIKEp751, a cepen
AJITOPUTMIB, 110 3aI0BOJILHSIIOTH BUCOKHIA PiBEHB CTIMKOCTI Apyre micie nocizae HQC
[1-4].
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BucnoBku. 1. KommnekcHa Meronuka aHamizy icHyrounmx Ta moctkBaHToBuX ACILI,
[IK ta EIl BU3Hauae METOAMKU OLIHKM Ta MOPIBHSHHS iCHYIOYMX Ta MOCTKBAHTOBHX
ACIL, ITIK Ta EIl Ha 0CcHOBI MOCTiAOBHOTO 3aCTOCYBaHHS 0€3yMOBHHUX, YMOBHHUX Ta
MparMaTHYHUX KPUTEPITB OLIHKKM Ta MOPIBHSAHHA iX sSKOCTi. 2. OCHOBHUM 3aBIaHHIM
KOMIUTEKCHOI METOMUKH € (opmalmi3allis MpOIECiB MPUUHATTA PIlIeHb BiTHOCHO
BUKOHaHHS BUCYHYTHUX a0 Hux Bumor ACHI, ITIK Ta EIl, BpaxyBaHHs mepeBar Ta
HEJOIKIB MNPUMITHBIB, IO € KaHAWJaTaMH Ha I[IOCTKBAHTOBMH CTaHAApT. 3.
Harmionansauit moctkBarToBuii crangapt ACII, ITIK JICTY 8961-2019 ue ycrymae i
nepesepurytots ACIL, ITIK Crystals-Kyber, a npoextu crannaptiB EIl «Bepmmnay ta
«Cokinmy He mocTynaroThesi MbkHapoauomy cranaapty EIT Crystals-Dilithium.
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Methodology and mechanisms of the development, assessment
and comparison of international and national post-quantum
standards

Ivan Gorbenko, Maryna Yesina, Volodymyr Ponomar

Theoretical and practical studies related to the development, evaluation, comparison and
standardization of promising asymmetric cryptographic transformations are currently conducted.
According to existing views, asymmetric standards of cryptographic protection of information
(CPI) must meet the requirements of post -quantity, provide protection against classic, quantum
attacks, it is also advisable to provide some protection against attacks and attacks by side
channels from the offender (cryptoanalyst) of the 3rd level, for which there is practically no
logistical and financial constraints and their use in practice. The problem of post-quantum
standardization is solved in several stages: substantiation of requirements; substantiation and
choice of mathematical methods of development of post-quantum standards of asymmetric
encryption (AE); key encapsulation protocols (KEP) and electronic signature (ES). Theoretical
and practical research is required to experiment with these problematic problems on experimental
confirmation with the requirements of the use of a comprehensive assessment methodology and
comparison of post-quantum drafts and standards of AE, KEP and ES.
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