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AHani3 BNNMBYy KBaHTOBUX KOMMN’IOTEPiB Ha 6e3neKky
MexaHi3MiB iHKancynauii knodiB Ha npuknagi OCTY
8961:2019 «Ckensa»

€sreHin Kanteon!

1 acripanT, XapKiBcbkuii HaljonansHui yHiBepeuret iM. B.H.Kapasiua, [Tnoma Cso6omu, 6, 61000, Xapkis, e-mail:
kaptevi mail.com

Y pobomi nasedeno ma npoananizogano 6niue KGAHMOGUX KOMN TOMeEPI8 HA Oe3NeKy MexaHizmie
inkancynayii  kaouie. Posenamymo  cyyachuii cman nocmkeawmoeoi Kpunmoepagii ma
NOCMKBAHMOBUX ANROPUMMIE Kpunmoauanizy. Posznanymo ma npoananizoeaHo Cy4acHuii cmaw
npoyecy cmanoapmusayii NOCMKEaHmMos8oi Kpunmozpagii 01a 6UKOPUCMAHHA 8 nepexioHuil
nepio0 ma 3pobieHO BUCHOBOK NPO GIOCYMHICMb AlbMePHAmu8 ceped Kanouoamis 0.
cmandapmusayii ceped Mexauimié IHKancyaayii Kaouie. Pozenanymo po3eumox memoodig
NOCMKEAHMOB020 KPUNMOAHANIZY MA 3MEeHWEeHHs: HeoOXIOHol ons ix peanizayii KeaHmosux
pecypcie. 3poOneHO 6UCHOBOK NpPO HeOOXIOHICMb O0OpAHHA MA GUKOPUCMAHHA MEXAHI3MIG
IHKancynayii Kaouie 3 OOCMYNHUX 8apianmis, wo 3ad0080JbHAIOMb GUMO2U NOCHMKEAHMOBO!
kpunmoepagii. Y pobomi HagedeHo onuc ma O0CIONCeHO 0e3neKy MeXaHizmy IHKancyaayii
xaroyig [JCTY 8961:2019 y modeni 6unadkogozo opaxyia.

KiarwouoBi cioBa: KBaHTOBHH KOMIT'IOTEp; IIOCTKBAHTOBa KpHNTOrpadis;
MEXaHi3M 1HKancymsmii KIrodiB; «CKems

Beryn. Po3BuUTOK MOTYXHOCTEH KBaHTOBHUX KOMIT FOTEPIB, pPO3MIpiB KBAaHTOBHX
pericTpiB Ta KBaHTOBHX alTOPUTMIB CTaBUTh IIiJ| 3arpo3y CydacHy Kpumrorpadiro 3
BIAKpUTUM KioyeM. OCOOIMBO aKTyaJbHOO I 3arpo3a CTa€ 3 ypaxyBaHHSIM (akTy
MOYaTKy KoMepIliamizalii KBaHTOBMX OOYHCIEHb, MPO MO0 CBiAYaTh IIUPOKE
normmpenas Quantum as a Service (QaaS) (rakux sk IBM Quantum[1]) ta mpomax
OKpEeMHUX 3pa3KiB KBAaHTOBHX KOMIT IOTEPIB (K HANPUKIAA TPOAyKIis kommaHii D-
wave[2]) 3rimmo 3 BSI[3], m1s TOpakTHYHOTO BHUKOPHUCTAHHS  CYYaCHHUX
KpUnrorpadiqyHo pelieBaHTHUX aJTOPUTMIB HEOOXi/IHA YCIIINIHA peatizallisi KBAaHTOBOT
kopekuii nommwiok (QEC). Takum yMHOM, Ha Yac NEPEXiJHOTO Nepiogy OJHUM 3
OCHOBHHUX CHIOCO01B OOPOTHOU 3 IIi€10 3arPO30I0 € TIOCTKBAHTOBA KpHUIITOrpadis.

1. AnaJji3 cTaHy MOCTKBAHTOBOI KpunTorpadgii

IlocTkBanTOBI anroputMu 0a3ylOTbCs HAa MaTEeMaTHMYHMX 3a/adax, sSKi He MaloTh Hi
KJIACUYHMX Hi KBaHTOBMX €(EKTHBHHX aJTOPUTMIB PO3B’s3Ky. OCHOBHOIO OCOOIUBICTIO
MOCTKBAHTOBOI Kpunrorpadii € MOXIUBICTh ii peamizamii Ha 3BHYaWHHX amapaTHUX
3aco0ax. IlocTkBaHTOBa KpHITorpadis Moxxe OyTH peasi3oBaHa 3a JIOMOMOTOI0 Pi3HUX
MiXO/IIB, Cepe] SIKUX MOXHA BUAUTUTH: KPUIITOrpadito Ha OCHOBI KOJIiB, Kpuntorpadiro
Ha OCHOBI PEIIiTKH, KpUnTorpadiro Ha OCHOBI I'elllyBaHHs, KpUNTOrpadi0 Ha OCHOBI
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i30reHii Ta 6araToBUMIipHY KpHITorpadiro.

VY 3B’a3ky 3 HOTpeOOI0 B MOCTKBAHTOBiM Kpunrorpadii misi 3acTocyBaHHS B
MepexiiHNii Ta KBAaHTOBHM NeEpioAM Ta 3 METOI0 CTaHIapTH3allii MOCTKBAHTOBHX
anroputMiB, 3 6oky NIST Oyro posmouaro korkypce NIST PQC, B pe3ynbTaTi KOTpOro B
mumHl 2022 6yimo obpaHo s cTaHAapTH3alii 4 KaHIuaaTH (MEXaHIi3M 1HKarCyIsmil
kmoua CRYSTALS-Kyber ta mudposi mizmicu CRYSTALS-Dilithium, Falcon Ta
SPHINCS®) Ta Oyno BU3HAYeHO KaHAMAATIB IS YETBEPTOro payHmy (MeXaHi3Mu
inkancyssii krodiB BIKE, Classic McEliece, HQC Ta SIKE)[4].

Po3BuTOK anropuTMiB KpWUNTOAHANi3y TaKOXX HE CTOiTh Ha Michi. Tak
HemoaaBHO B [5] Oyno 3amponoHOBaHO YHiBEpCaJbHU KBAHTOBHH aJTOPUTM IS
¢dakTopuzawii minMx uyucen, KoTpul Oa3yerbess Ha anroputmi Illopa Ta 3actocoBye
anroput™M kBaHTOBOi HaOmmkeHol ontumizamii (QAOA) mns npumBuameHHs. Takum
YIHOM IIeH aJITrOpUTM MOTpedye CyONMiHIHHNX KBAHTOBUX PECYPCIB IS CBOET pOOOTH.

KBaHTOBI aJrOpuTMHM KpPUIITOAHATI3y MPOXOJATh BIOCKOHAJICHHS OO0
3MEHIIEHHs KiJTbKOCTI KBaHTOBUX pecypciB, HeoOXimHHMX i iX 3acrocyBaHHs. Lle
NPU3BOJNTH 10 HAOIIKEHHAM IMPAKTHYHOTO 3aCTOCYBaHHS KBAHTOBUX KOMIT IOTEpIB
JUIL  TPaKTUYHOTO KPUOTOAHANI3y Ta 3pOCTAHHA MOTPeOM B MOCTKBAHTOBHX
aropuTMax me 10 ix crapaaprusanii. OcoOnMBO BapTo 3a3HAYUTH MOTPEOy B
MeXaHi3MaX 1HKamnCyJAllil KIF04iB, KOTPi HE OTpHMaiIH 0araTo ainbTepPHATHB TMia dac
OIIIHKM TIOCTKBAaHTOBHX aJTrOPUTMIB B XOJiI BH3HAUYEHHS KaHIUIATiB Ha
cranfapTu3anito B xoni Tpersoro paynay NIST PQC. V 3p’s3ky 3 muMm Baprto
3BEPHYTHU yBary Ha iCHYIOYi BapiaHTH MEXaHi3MIB IHKAIICYJIAIIT KITFOUIB JUIsl 1X OI[IHKU
Ha TPHUAATHICTH JIO 3aCTOCYBaHHS B SIKOCTI IOCTKBAHTOBOTO alroputMmy. Tak,
HaIPUKIIAJ, PO3rIISTHEMO MexaHi3M iHKancyJsiil kirouiB JJCTY 8961:2019 «Ckensi».

2. Mexani3Mm iHKancyJsmii KJIr04iB Ta iioro de3nexa

Mexani3m iHKancyssnii  kimodiB - «CKeJs»  BUKOPHCTOBYE TiOpWMAHUN  BapiaHT
nepeTBopeHb Jlenta BimacHoi po3poOku mis orpuManHs IND-CCAZ2 6e3neunoro
MEXaHi3My 1HKAICyJIALIi KIOYIB 3 KIMOBIPHICHOT CXEMH aCHMETPHYHOIO ITU(PPYBaHHS.
Uepes me crmodaTky TOTPIOHO BU3HAYATH 3arajibHi  WMOBIPHICHY  CXeMY
ACUMETPUYHOTO MIN(PYBaHHS, MEXaHi3M 1HKAICYJIAII] KIIFOUiB Ta Oe3MeKy MeXaHi3My
iHKamncymii kitrouiB. IMOBIpHiCHA cXeMa acCHMETPHYHOTo IH(bPYBAHHS TIPEACTABIISE
coboro Tpiliky anropurmi (Gen, Enc,Dec), ne: Gen — moyniHOMIaJbHHAM 3a 9acoM

aJIrOpPUTM TeHepallii KIFUOoBOi MapH, 0 NpuiiMae mapamerp Oesmeku 1 Ta
noBepTae KiIro4oBy napy (pk,sk); Enc — momiHOMIanpHUI 32 4acOM aJITOPUTM

mmpyBaHHs, IO MPUIMaE MOBIJOMIEHHST M € M | BUTIaIKOBE 3HaYeHHA I € R
Ta BIAKpUTHIA KITt04 pK 1 moBepTae mm@porekct ¢ € C; Dec — noniHOMiaabHUN

3a YacoM alropuTM po3mudpyBaHHS, W0 MpuilmMae mupprekct ceC,
CeKpeTHHH K4 Sk Ta moBepTae MOBAOMIEHHSI MeM abo NOMMIKY
posmudpyBaHHs L .

MexaHi3M 1HKanCymALii KIIOYIB TPEACTaBisie COO0I0 TPIMKYy ajIropuUTMiB
(Gen,Encaps, Decaps), me: Gen — TONIHOMIQJIBHMA 3a YacoM aJTOPUTM

reHepanii KJIUYoBOi Mapu, 10 MpuiiMae mapaMerp Gesmeku 1' Ta moBeprae
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KkiovoBy napy (pk,sk); Encaps — moyliHOMiaJIbHHM 3a 4acoM aJITOPUTM, IO
npuiiMae BIAKpUTHH Kimrou pk Ta moBeprae kirod K Ta ioro inkancymsmito C;
Decaps — TMOJIIHOMIQJIbLHAM 3a 9acOM aJITOPUTM, IO MPUMMAE 1HKAICYIISIIIIO
kioua C, cekpeTHuil ko4 sk Ta mosepTae kirou K .

Hapemi Bu3zHaummo Oe3meky MexaHi3My IHKamcymsmii kmodiB. Hexai
11 = (Gen, Encaps, Decaps) nosnauac MexaHi3M iHKamCymaii kmodiB, a A
mo3Havae cynpoTuBHuka. [ araku atk e{cpa,ccal,cca?} i mapameTpa Oe3mexku A
HMOBIPHICTb YCITIXY CYyIIPOTHBHHKA BU3HAYAETHCS SIK

Adv, " () = PriExp], ™ (4) =1 - Pr{Exp 5, () =1, (1)

AT

s b e{0,1}, excriepumenT Exprfjl;atkfb (A) =Db' Busnauaerscs sax

(pk, sk) «— Gen(1%)
(pk) - A% (pk)

b €q {0,1}
(K,,C) « Encaps(pk) , (2)
Kl (_R {0' 1}KeyLen

b’ < A%(pk,K,)

Iosepuymu b’

ne ann atk =cpa=>0,() =£,0,() = &, atk = ccal = O,()) = Opeerrs (),0,() = &
ta atk =cca2 = O,(-) = Opecaps ().0,() = Opecaps ).

MexaHni3Mm iHKamcymsanii kimo4iB € OesneunuM B ceHci IND-ATK, ne
atk e{cpa,ccal,cca2}, sxmo AdV;:’dH_atk () € wnesmaumoro BenmuMHOM0, SAK
bysKIis Big A .

3. dopmajbHuil omuc MexaHi3my iHkancyasinii kiawouis JICTY 8961:2019
"Ckeasn"

Tenep yac HaBecTH onuc MexaHi3My iHKancyJsii kiarodie JJCTY 8961:2019 "Ckens".
J1g ibor0 MOTPIOHO BBECTH JSSKI TTO3HAUSHHS.

Hexait R, =Z [X]/(X"-X-1) — ximelie momiHOMiB Haj Z, 3 TBIpHUM
nomiHoMom X"—X -1, a R, — MHOXHHA IIOJIHOMIB KiJbIs R, yci xoediuientn

skuX Hajexath 10 MHOKuHU {—1,0,1} . [To3Hauumo sk R3a b MHOKWHY YCiX MOJIHOMIB

y R, , 10 MalOTh KiJIBKICTh HEHYJIBOBUX €JIEMEHTIB y miana3oHi [a,b].

3an1s yHUKHEHHS TEXHIYHUX JeTaleil, sKi He BIUIMBAIOTh HA aHAli3 y MO
BHIIJIKOBOTO OpaKyja Ta Jiisl MOJIETTICHHs aHalli3y MOTpiOHO BBECTH HACTYITHI Tell-
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(yHKIIT, SKI € eKBIBAJIGHTHUMH JI0 TIEPETBOPEHB, IO BUKOpUCTOBYIOTHCA y JICTY
8961:2019:

BPGM :{0’1}8*mastgLenBytes+db x Rq BN R;
MGF :R, > R,
H:R, »{0,1}
. K _bytes
KDF : R, —{0,-™"
(©)

me A — mapamerp Oesmeku, t — 3araJbHOCHCTEMHHMMA  IapameTrp, a

max MsgLenBytes,db, K _bytes € xoHcTaHTamu, 10 BH3HAYalOThCS HA OCHOBI

3aranpHOCHcTeMHUX mapametpiB. JHCTY 8961:2019 mae WMOBIpHICTH MOMHIIOK
nemudpyBaHHs (KpUITOAHATIZY). 3aralbHOCUCTEMHI MapaMeTpH 3a0e3neuyoTh, o0
BOHa Oylla TOCTaTHRO MaJia, i Ha MPAKTUIl HE BUHUKAIO MOMWIOK JIEMIN(ppPyBaHHS.

[To3HaunMo HMOBIPHICTH BUHMKHEHHS TIOMUIIKU AEIUPPYBAHHS AK &g -

4. Ananiz mexanizmy inkancymasauii kiaouiB JCTY 8961:2019 "Ckensn" y moaeni
BHII/IKOBOI0 0PaKyJia

Hoka3 IND-CCA2 6esnekn SkelyaPKE y mopmeni BumagkoBoro opakyina IpyHTYEThCS
Ha CTaHAAPTHHUX TEXHiKaX. BUKOPUCTOBY€EThCA HACTYITHA TEXHIYHA JIeMa.

Jlema 1. Mosuaunmo sk A, B,E nesxi moxii B #imMoBipuicTHOMY mpocTopi.
Sxuo Pr[A|-E]=Pr[B|—E]. TO Mae micue HEPIBHICTb
|Pr[A] - Pr[B]| < Pr[E].

Teopema 1. Hexaii PPKE =(Gen, Enc, Dec) — Jesika HMOBIpHICHa cxema
acuMeTpuuHoro mudpysanns, a SkelyaKEM — mexaHi3Mm iHKamncylsiii KIFOYiB, IO
noOyJI0BaHUH 3a JAONOMOTOI0 3acTocyBaHHs meperBopeHHst 10 PPKE . fkmio icHye
anroput™ A , mo moxe nepemortu y IND-CCA2 rpi SkelyaKEM 3a noniHoMianbHUi
yac 3 HMOBIPHICTIO & Ta POOUTH Ogpgy Oy s Qupr » Opee  3AMHUTIB JIO BHIIAJKOBUX
opakyiie BPGM, H, KDF Tta opakyna nemmudpyBanHss, To icHye anroputMm B, mo
moxe inBepryBatu PPKE 3 fimoBipHicTio &'.

=e- |R;':_zt| - }/quD B T:;T ' “

|R32(t1,lr31—2t|’ 7/2qu Ta qu

3

&

ne - 0OMe)xeHHsI IMOBIPHOCTEH, OB’ SI3aHUX 3 BHUIIAAKOBUM
oOpaHHAM MH(PPOTEKCTY Ta MOMUIKAMHU NEIIHPPyBaHHS.

BucHoBku. PO3BUTOK MOTYKHOCTEH KBAaHTOBHX KOMII'IOTEPiB, PO3MIpiB KBaHTOBHX
pETiCTpiB Ta KBAaHTOBHX AITOPUTMIB CTAaBUTh MiJ 3arpo3y cy4dacHy Kpunrorpagiio 3
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BIAKpUTHM KiTtodeM. KBaHTOBI aJrOpUTMH KPUITOAHATI3Y MPOXOAATH BIOCKOHATICHHS
[I00 3MEHIICHHS KiJIbKOCTI HEOOX1IHUX KBAHTOBUX PECYPCIB.

MexaHi3MH 1HKAINCYJALIT KIIOYiB, KOTPi HE OTpUMalIM 0araTo aabTepHATUB [
4ac OLHKM IIOCTKBAaHTOBMX AQITOPUTMIB B XOAI BHU3HAYCHHS KaHOUAATIB Ha
CTaHIapTHU3amiro B xoi Tperhoro payHay NIST PQC.

Mexani3Mm iHKancyssimii kirodiB «CKelns» BUKOPUCTOBYE TiOpUAHWI BapiaHT
repeTBopeHb JleHTa BiacHOi po3podku mis oTpuManHs IND-CCA2 6e3nedHoro
MEXaHi3My 1HKAICYyIALii KIIFOYiB 3 UIMOBIPHICHOI CXeMH aCHMETPUIHOTO MU PyBaHHS.
Hoxka3 IND-CCA2 6e3nexu SkelyaPKE y moneni BUMagKoBOro opakyia IpyHTY€EThCS
Ha CTaHJApTHHUX TEXHiKaxX Ta TOKa3zye, mo MexaHi3Mm iHkancymsuii kmouis JCTY
8961:2019 "Ckens" 3a10BONbHSE BUMOTH.
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Analysis of the impact of quantum computers on the security of
key encapsulation mechanisms using an example of ACTY
8961:2019 «Ckensa»

Yevhenii Kaptol

In the paper the influence of quantum computers on the security of key encapsulation mechanisms
is presented and analyzed. The current state of post-quantum cryptography and post-quantum
cryptanalysis algorithms is considered. The current state of the process of standardization of post-
quantum cryptography for use in the transition period is considered and analyzed, and a
conclusion is made that there are no alternatives among candidates for standardization among key
encapsulation mechanisms. The development of post-quantum cryptanalysis methods and the
reduction of quantum resources required for their implementation are considered. It is concluded
that it is necessary to choose and use key encapsulation mechanisms from the list of available
options that meet the requirements of post-quantum cryptography. In the paper the security of the
DSTU 8961:2019 key encapsulation mechanism in the random oracle model is described and
analyzed.
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