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We consider non-commutative generalization of CDH problem [1,2] on base of
metacyclic group G of type Millera Moreno (minimal non-abelian group). We
show that conjugacy problem in this group are intractable. The algorithm of
generating of common key in non-commutative group with 2 mutually commuting
subgroups are constructed by us. The results of Ko K, Lee S are improved and
generalized on base of metacyclic group G of type Millera Moreno.

In this investigation effective method of key exchange which based on non-
commutative group G is proposed. The results of Ko K, Lee S, is improved and
generalized [1,2,3]. We know that if the CSP problem is tractable in group G, then
the problem of finding w® from given w, w* =a'wa, W’ =bwb is tractable
too.

Metacyclic Millera Moreno group has representation

G =<a,b ‘ a” =e,b” =e blab=a""" ,m>2,n 21>, where is p prime. As a

generators a, b can be chosen two arbitrary non commuting elements [4, 5,6].

Let the elements of G act by conjugation on we G, where w¢ Z(G). For the

problem of DL, or the equivalent problem of conjugacy in non-commutative group
G to be NP-hard, the orbit of the given base element we G must be long enough if
we want to have stability of DL problem, or the equivalent problem of conjugacy in
non-commutative group G to be like NP-hard.

Theorem 1. The length of conjugacy class of non-central element w of G is
equal to p.

Since the group has the structure of a semidirect product of aditive cyclic
groups, their elements can be effectively represented coordinatewise. In each
coordinate there is an additive group of residues modulo finite. Analogously
Aut(me)z Z*pm , Where Z*pm is the multiplicative subgroup of group Z Thus

condition 1) is satisfied. The fulfillment of condition 2) will be shown in item.
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Find the complexity of CSP problem in this group. For desining a key exchange
algorithm based on non-commutative DH problem [3] it have to be effective
algorithm for computation of conjugated elements. Due to the relation in

metacyclic group, which define the homomophism ¢:(b) — Aut((a)) to the

automorphism group of A:<a>, we obtain a formula for finding a conjugated

element. This formula give us possibility to efficiently calculate the conjugated to
a element by using the raising to the 1+ p™*-th power, where m>1.

Let S, S, are subsets from G consisting of mutually commutative elements.
We consider subgroups H, =(S,) and H, =(S,). Due to mutually commutative
generating sets, these subgroups are mutually commutative too.

Consider base steps of protocol.

Input: Elements w, w* and w”.

Alice choose a random element x from the subgroup H, and computes w*.
She then sends it to Bob. Bob choose random element y from the subgroup

H,and computes w” . He then sends it to Alice.

X

Bob computes (w*)" =w?and Alice computes (w') =w”". Taking into

consideration that H, and H, are mutually commutative groups, we obtain that

Xy = yx. Therefore, we have w® =w”. Thus, the common key [6] w® was
successfully generated.
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3ACTOCYBAHHA I'PYII MIJIVIEPA-MOPEHO 10 Y3AT'AJIbHEHHSA
NPOTOKOJY JI®PI -XEJIVIMAHA
Mu  pozensdaemo HexomymamusHe y3azanvHenHs npooremu CDH [1,2] Ha ocuosi
memayuxniunoi epynu muny Miinepa Mopeno (minimanvha Heabenesa epyna). Mu
00800uMoO, Wo npobrema KoH'roeayii 6 yil epyni € Hepo3g'azHow. B pobomi nokaszano wo
npobaema cnpsdicenocmi 6 yiti memayuxaiunou epyni € NP-ckiaouoro
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